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Introduction 

Electronic health care data are increasingly being generated and linked across multiple systems, including 

electronic health records (EHRs), patient registries, and claims databases.  In general, every system 

assigns its own identifier to each patient whose data they maintain.  This makes it difficult to track 

patients across multiple systems and identify duplicate patients when different systems are linked.  Efforts 

to address this challenge are complicated by the need to protect patient privacy and security.   

Patient identity management (PIM) has been defined as the “ability to ascertain a distinct, unique identity 

for an individual (a patient), as expressed by an identifier that is unique within the scope of the exchange 

network, given characteristics about that individual such as his or her name, date of birth, gender [etc.].”1  

For the purposes of this chapter, the scope of this definition will be expanded to refer to PIM as the 

process of accurately and appropriately identifying, tracking, managing, and linking individual patients 

and their digitized health care information, often within and across multiple electronic systems. 2,i  There 

is an increased need for PIM strategies in the realm of health care data, and the primary reason for this is 

the continued rise in the quantity and linkage of electronic health care data.   

The quantity of electronic health care data continues to grow.  EHRs are increasingly being used to 

generate electronic health care data – about 50% of office-based physicians in the U.S. now use some 

form of EHR. 3  This number is likely to increase significantly in response to the EHR incentive programs 

                                              

i A related idea is the concept of patient identity integrity, which is defined as “the accuracy and completeness of 
data attached to or associated with an individual patient.”  Efficient patient identity management leads to high 
patient identity integrity.  See HIMSS Patient Identity Integrity Work Group.  Patient Identity Integrity.  2009.  
Available at: http://www himss.org/content/files/PrivacySecurity/PIIWhitePaper.pdf.  Last accessed 24 June 2011. 
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enacted by the Centers for Medicare and Medicaid Services (CMS), which “provide a financial incentive 

for the "meaningful use" of certified EHR technology to achieve health and efficiency goals.”4  In 

addition to office-based EHRs, electronic health care data may be created by hospital EHRs, billing 

systems, insurance claims systems, pharmacy record systems, medical devices, and even by patients 

themselves via electronic patient health record systems.  Large amounts of electronic health care data are 

also being generated from clinical research.  Patient registries, for example, may be designed to study the 

natural history of a disease, determine the clinical- or cost-effectiveness of a drug or device in real-world 

clinical practice, monitor drug safety, and/or measure quality of care.  Registries can collect cross-

sectional (i.e., short-term) or longitudinal (i.e., long-term) data, and often use electronic data capture tools 

to collect and manage their data.   

This increase in the quantity of electronic health care and research data creates new opportunities and 

need for data linkage.  Pharmaceutical companies conducting clinical trials on specific genetic markers 

are seeking ways to more easily identify and recruit potential patients.  EHRs and patient registries are 

interfacing with each other to minimize the burden of data entry on participating centers and practices 

(see the “Interfacing Registries with Electronic Health Records” chapter ii).  Data from patient registries 

and other electronic sources are being pooled together to form larger, more statistically powerful datasets 

for research and analysis (see the “Linking Registry Data: Technical and Legal Considerations” chapter 

and the “Analytic Challenges in Studies That Use Administrative Databases or Medical Registries” 

chapter).   

As more electronic health care data are generated and linked with each other, PIM has become crucial in 

order to (1) enable health record document consumers to obtain trusted views of their patient subjects, (2) 

facilitate data linkage projects, (3) abide by the current regulations concerning patient information-related 

transparency, privacy, disclosure, handling, and documentation, 5 and (4) make the most efficient use of 

limited health care resources by reducing redundant data collection.  

                                              

ii Chapters referenced in this document can be found in the second edition of “Registries for Evaluating Patient 
Outcomes:  A User’s Guide,” available at:  
http://www.effectivehealthcare.ahrq.gov/ehc/products/74/531/Registries%202nd%20ed%20final%20to%20Eisenber
g%209-15-10.pdf. 
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Technical Stakeholders 

To address this growing need, many stakeholders are involved in the development of PIM strategies and 

standards.  Several major stakeholders currently include: Integrating the Healthcare Enterprise (IHE); 

Health Level Seven International (HL7); The Regenstrief Institute, Inc.; and The Healthcare Information 

Technology Standards Panel (HITSP). 

IHE is an initiative focused on using standards for interoperability between health care data systems to 

produce profiles, or implementation guides, which help organizations implement interoperability in a 

practical way.  HIMSS, the Radiological Society of North America (RSNA), and the American College of 

Cardiology (ACC) sponsor IHE. 6  In recent years, IHE has developed the Patient Identifier Cross 

Referencing (PIX) Integration Profile, which supports the cross-referencing of patient identifiers from 

multiple domains, 7 and the Patient Demographics Query (PDQ) Integration Profile, which facilitates the 

querying of a patient database to retrieve demographics data. 8 

Health Level Seven International (HL7) is a non-profit organization dedicated to developing 

interoperability standards for electronic health information. 9  HL7 has developed many of the industry 

standards currently being used by initiatives such as IHE, including the HL7 Version 2.x and Version 3 

messaging standards. 

The Regenstrief Institute, Inc. is an informatics and healthcare research organization and a joint enterprise 

of the Regenstrief Foundation, Inc., the Indiana University School of Medicine, and the Health and 

Hospital Corporation of Marion County.  Regenstrief is active in developing healthcare informatics 

standards, including the widely-used Logical Observation Identifiers Names and Codes (LOINC®) 

terminology.  It is currently conducting research for the Agency for Healthcare Research and Quality 

(AHRQ) entitled “Advancing Patient Identity Management in the Context of Real-World Health 

Information” which focuses on “creat[ing] a more robust and efficient global patient matching 

algorithm.”10 

Patient Identity Management Strategies 

The challenge of patient identity management is not a new one, and has existed since health care 

information was first digitized.  In general, PIM is conducted in one of two environmnets: either shared 

identifiers are present or they are absent.  When shared identifiers exist, the main PIM strategy that has 

emerged is to assign a unique patient identifier (UPI) to each patient.  In situations where shared 
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identifiers do not exist, the most common PIM strategy is to use patient matching algorithms to determine 

whether two sets of information belong to separate patients or the same patient. 

When Shared Identifiers are Present - Unique Patient Identifier 

Definition and Context 

One of the most straightforward PIM strategies is the creation of a unique health identifier for individuals, 

or a unique patient identifier (UPI).  Generally, a UPI is defined as a “unique, non-changing alphanumeric 

key for each patient”11 in a health care system, and which is associated with each medical record or 

instance of health care data for that patient.  Some proposed desirable characteristics of a UPI include that 

it be unique, non-disclosingiii, invariable, canonical, verifiable, and ubiquitous. 12 

The concept of a universal UPI (i.e., a UPI that is assigned to a patient for life, and is consistent across all 

electronic healthcare systems in the U.S.) has been discussed and debated for a number of years.  The 

Health Insurance Portability and Accountability Act (HIPAA) of 1996 called for the adoption of 

“standards providing for a standard unique health identifier for each individual, employer, health plan, 

and health care provider for use in the health care system.”13  Since the passage of HIPAA, the concept of 

a UPI has generally been welcomed by the health care industry, which views it as a tool to reduce 

administrative workload and increase efficiency in exchanging electronic health data. 14  Other groups, 

including private citizens and experts attending a National Committee on Vital and Health Statistics 

hearing in July 1998, have expressed serious concerns about the effects that a universal UPI might have 

on patient privacy and data security. 15  These concerns have halted further efforts at creating a UPI in the 

United States until appropriate privacy legislation is in place16,iv even though recent research has shown 

that adoption of a universal UPI would actually strengthen patient privacy and security (by limiting the 

number of access points to patient health care data) and, while requiring a significant upfront cost, could 

pay for itself in cost savings from error reduction and administrative efficiency. 17  The adoption of a 

                                              

iii In this context, “non-disclosing” means that the UPI does not contain any personal information about the patient, 
such as date of birth or social security number.   
iv Privacy and security concerns did not prevent CMS from developing the National Plan & Provider Enumeration 
System (NPPES) to assign unique identifiers to health plans and health care providers.  The National Provider 
Identifier (NPI) has been implemented since 2006, and a standard identifier has not yet been implemented for health 
plans. (Available at: https://nppes.cms.hhs.gov/NPPES/Welcome.do.  Last accessed on 21 October 2011.)   
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universal UPI is also viewed as the logical next step in strengthening and developing the national health 

information network. 18   

Current Uses of UPIs 

UPIs have long been used within individual patient registries and datasets, especially those with 

prospective data collection, to track and link a particular patient’s data over time.  One of the most 

familiar types of UPI is a medical record number – a unique number assigned by a hospital or physician 

practice that links a patient with their medical record at that institution.  Some hospitals have multiple 

electronic health information systems (e.g., EHRs, administrative/billing systems, lab systems, pharmacy 

dispensing systems) that assign UPIs to the patients within their domains, and a patient may not 

necessarily have the same UPI from system to system.  Many patient registries also assign a UPI to 

patients upon screening or enrollment, and UPIs remain the simplest and most straightforward way to 

uniquely identify patients in a controlled dataset.   

UPIs have also been used on a slightly larger scale in aggregated datasets and to link existing databases 

with administrative datasets.  For example, the National Database for Autism Research (NDAR) 

aggregates data from many different collections of autism data and biospecimens and generates a global 

unique identifier (GUID) for each patient represented in the aggregated dataset. 19  Similarly, in 2008 the 

Society of Thoracic Surgeons (STS) Database began collecting HIPAA-compliant unique patient, 

surgeon, and hospital identifier fields to facilitate long-term patient follow-up via linking to the Social 

Security Death Master File and the National Cardiovascular Data Registry. 20   

Outside the United States, UPIs have been used on a wider scale.  In Sweden, for example, the personal 

identity number (PIN) is a unique administrative identifier assigned to all permanent residents in Sweden 

since 1947.  The PIN is used to track vital statistics and also link patients between several national-scale 

patient registries, including the Patient Register (containing inpatient and outpatient data), Cancer 

Register, Cause of Death Register, Medical Birth Register, 21 and Knee Arthroplasty Register. 22  In 

England, a new health identifier was introduced in 1996 – the NHS number is a 10-digit unique identifier 

used solely for the purpose of patient identification. 23 

Future Directions for UPIs 

Recently, interest in expanding the use of existing administrative identifiers (such as the Social Security 

Number in the United States) to serve as UPIs in the healthcare arena has increased.  In 2009, the U.S.-

based non-profit Global Patient Identifiers proposed the Voluntary Universal Healthcare Identifier 
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project, which aims to make unique healthcare identifiers available to any patient who uses the services of 

a regional health information organization (RHIO) or health information exchange (HIE). 24  In May 2011, 

production deployment on the system began.  The voluntary nature of this project and its capacity for 

patients to have both an “open” voluntary identifier and a “private” voluntary identifier (which can be 

used to control which caregivers have access to clinically sensitive information) make it an interesting 

alternative to a mandated universal UPI that would likely be assigned and administered by a Federal 

government agency.  In March 2011, the eCitizen Foundation began requirements-gathering work on the 

Patient Identity Service Project, an open-source, open standards-based patient identity service that will be 

able to identify and authenticate a patient across multiple systems to gain access to their health records 

and services. 25  The project is funded by the OpenID Foundation of Japan, and future goals include 

research and development, design, implementation, and testing of the service. 

Registries and UPIs 

UPIs offer a straightforward way to identify specific patients within a particular registry.  A universal UPI 

would exponentially increase the value of patient registry data by allowing the linking of data across 

registries and other health care data sources.  However, the implementation of a universal UPI in the 

United States has been halted by concerns over patient privacy, security, and confidentiality which are 

unlikely to be resolved soon.   

In Sweden, the ability to link data from separate national patient registries using the PIN has allowed 

researchers to pull from a pool of millions of Swedish residents to address difficult epidemiological 

questions.  Concerns about patient privacy and confidentiality have been addressed by requiring that an 

ethical review board review and approve the planned study before any data are released to researchers.  

Past precedent has been that the review boards allow most PIN-based registry linkages, on the condition 

that the PINs are removed from the combined dataset and replaced with different, unique serial numbers.  

Researchers also sign a legal agreement ensuring secure storage of the data and agreeing not to attempt to 

re-identify the patients in the de-identified dataset they are given. 26   

When Shared Identifiers are Not Present - Patient Matching Algorithms 

Definition and Context 

In the absence of a national UPI in the United States, most researchers and hospital administrators have 

turned to patient matching algorithms and other statistical matching techniques as a way to manage 

patient identities within the confines of a specific patient registry, research project, institution, or other 
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grouping of healthcare data.  This method of PIM involves comparing identifiable patient attributes (often 

demographics such as date of birth, gender, name, and address, but sometimes other individually-

identifiable information) using a logic model which then classifies each pair as a match, a non-match, or a 

possible match that may require manual review.   

In the realm of patient and record matching, algorithms can be either deterministic or probabilistic.  

Deterministic algorithms are more straightforward and classify a pair of records as a match if they meet a 

specified threshold of agreement.  The definition of agreement can vary depending on which data 

elements are available, the quality and missingness of the data, and the desired sensitivity and specificity 

of the algorithm.  Probabilistic algorithms treat the match status of individual data elements as observable 

variables and the match status of the record pair as a latent variable, and model the observable variables 

as a pattern mixture.  This method characterizes the uncertainty in the matching process, making it a more 

sophisticated (and less straightforward) method than deterministic matching.27 

One major consideration in choosing an appropriate matching algorithm is the accuracy with which it 

matches patients.  Matching accuracy is affected by the number of patients being compared, the number 

and type of common data elements being compared, and the mathematical validity of the algorithm itself.  

An algorithm that returns close to 100% matching in a pool of few patients with many data elements may 

perform less accurately in a pool of many patients with fewer data elements.  Importantly, an algorithm 

that does not perform accurately may limit the conclusions and results able to be drawn from a particular 

dataset.   

Current Uses of Patient Matching Algorithms 

Patient matching algorithms are widely used when disparate healthcare data sources are combined and no 

unique, common patient identifier is available.  The two main options are to use an existing record 

linkage software program or to develop a new matching algorithm independently.  Commercial software 

options, such as Link Plus and The Link King, apply probabilistic algorithms that have been found to 

provide a higher sensitivity than matching using a basic deterministic algorithm. 28  As described in the 

case example “Integrating Data From Multiple Sources With Patient ID Matching,”v an open-source 

                                              

v Case examples referenced in this document can be found in the second edition of “Registries for Evaluating Patient 
Outcomes:  A User’s Guide.” 
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product (Febrl) was used to combine data from eleven different data sources into KIDSNET, a 

computerized registry that gives providers an overall view of childrens’ use of preventative health 

services. 29   

Many patient matching algorithms have been developed to meet the needs of specific projects.  For 

example, a group at Partners HealthCare developed an algorithm to compare data in the Social Security 

Death Master File with demographic data in the Partners EHR system to identify patient deaths that may 

have occurred outside of Partners institutions (and therefore not recorded in the patients’ medical record).  

They then developed another algorithm using clinical data to identify false-positives resulting from the 

first algorithm (e.g., if clinical data for a ‘deceased’ patient is recorded more than 30 days after the date of 

death in the SSDI, that patient must have been falsely matched to an SSDI entry). 30  In another example, 

researchers at the University of Alabama Birmingham used matching algorithms to link emergency 

medical services (EMS) data with hospital EHRs and a statewide death index to characterize the medical 

conditions and comorbidities of patients who receive out-of-hospital endotracheal intubation. 31 

New and innovative algorithms that are unrelated to specific projects also continue to be developed, with 

the goal of advancing patient matching algorithm science.  Recent examples include algorithms proposed 

by groups at Vanderbilt University, 32 John Radcliffe Hospital in the United Kingdom, 33 and the 

University of Duisburg-Essen in Germany. 34   

Future Directions of Patient Matching Algorithms 

Any statistical matching approach is dependent on three factors, which are listed below. 

1. The quality of the data it is comparing.  Are the data entered correctly, without mistakes?  Are 
the data complete, or is there a high level of missingness?  The quality of data within a particular 
registry will always be a factor of the practices employed by that registry.  See the “Data 
Collection and Quality Assurance” chapter for recommended best practices.   

2. The comparability of the data it is comparing.  Are the data from the different sources 
collected in the same format and in the same way?  There are a number of current initiatives to 
improve the standardization of data elements being used in patient registries, 35 but the area with 
the most need for future work is the testing and standardization of the algorithms themselves.   

3. The accuracy of the matching algorithm.  What is the likelihood of the algorithm returning a 
false positive match or missing true matches?  While there has been some scientific research 
validating specific matching algorithms, 36,37,38 the Health Information Technology Policy 
Committee recently called for increased standards around patient matching, including 
standardized formats for demographic data fields; internal evaluation of matching accuracy 
within institutions and projects; accountability to acceptable levels of matching accuracy; the 
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development, promotion, and dissemination of best practices in patient matching; and supporting 
the role of the patient. 39 

Another emerging trend in patient matching algorithms is privacy-preserving record linkage, or “finding 

records that represent the same individual in separate databases without revealing the identity of the 

individuals”.34  This concept was expanded upon by researchers at University of Duisburg-Essen in 

Germany, mentioned in the previous section, who propose a method which encrypts patient identifiers 

while allowing for errors in identifiers.  Given the concerns about patient privacy and confidentiality 

surrounding patient identity management, this method may be increasingly used in the future. 

Registries and Patient Matching Algorithms  

As mentioned above, patient matching algorithms have become the default PIM strategy for registries that 

link with outside data sources, due to the lack of a universal UPI in the United States.  As a result, many 

different algorithms have been developed – some are commercially available, some are open-source; 

some were developed for specific projects and some were developed with broader applications in mind.  

The performance and effectiveness of matching algorithms can impact the results produced by the 

registries that are using them.  The type of registry also impacts the type of patient matching algorithm 

needed.  Registries used for direct patient care may require an algorithm with different sensitivity, 

specificity, and timeliness than registries used for population-based research efforts.  Registry owners and 

operators would benefit from standards surrounding patient matching algorithms, which would allow 

them to more confidently and effectively use appropriate algorithms for linking projects. 

Emerging Strategies and Related Ideas 

In addition to a universal patient identifier and patient matching algorithms, other strategies are emerging 

to manage patient identities in disparate electronic health care data sources.  These include biometrics, 

master patient indeces, and health information exchanges. 

Biometrics 

One new option in the PIM field is the use of biometrics – that is, “automated methods of recognizing an 

individual based on measurable biological (anatomical and physiological) and behavioral 

characteristics.”40  Some examples of biometric measurements are: fingerprint, palm print, hand 

geometry, DNA, handwriting, finger or hand vascular pattern, iris/retina, facial shape, voice pattern and 

gait.   
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Biometrics are attractive because of their difficulty to fabricate, their resistance to change over time 

(unlike demographic information such as name and address), and their high degree of uniqueness – 

making them effectively biological UPIs.  For biometrics to be used as UPIs, though, there would need to 

be agreement on which biometric to use and the format in which it should be collected.  Also, some 

biometric measurements are more unique than others.  For example, a fingerprint is highly unique to an 

individual while a person’s hand geometry is not as unique.  Hand geometry therefore is often used to 

confirm a person’s identity (i.e., in combination with another identifier) rather than as a sole identifier.   

One drawback to using biometrics is the investment in specialized technology and equipment that is 

required to capture many of these measurements.  There is also concern about the privacy and security 

implications surrounding using biometrics, connected with their history of use in law enforcement and 

their potential misuse to derive information other than identity (e.g., analyzing DNA for genetic 

diseases). 41 

Some hospitals have begun using biometrics to verify provider identity and restrict access to EHRs.  

Biometrics are also being used in some hospitals to verify patient identity upon hospital admission42 and 

to identify critically injured, unconscious patients presenting to an emergency room.43  

Registries and Biometrics 

Many registries, particularly those with biobanks associated with them, already collect biometric data 

(e.g., DNA).  However, the data are often used for purposes other than PIM, including investigating 

genetic components of disease44 and risk factors for disease.45 

Biometrics remains an attractive option for PIM; the largest obstacle to their use in patient registries is 

likely the investment in technology and equipment that they require, although this would vary depending 

on where registry data are collected.  A multi-site, practice-based registry would probably be less able to 

accommodate the collection of biometrics, while a registry based out of a single hospital that already 

collects biometric data for other purposes would be able to begin collecting biometrics for a registry more 

easily, since the initial investment in technology has already been made.  Registries using biometrics 

would also be subject to the same concerns about privacy and security as biometric use in other 

disciplines.   



Registries and Patient Identity Management  Draft Dated October 31, 2011 

Page 11 of 20  Draft Distributed for Review Purposes Only 

Master Patient Index  

A master patient index (MPI) is an index that facilitates the identification and linkage of patients’ clinical 

information within a particular institution.  The term “enterprise master patient index” (EMPI) is 

sometimes used to distinguish between an index that serves a single institution (i.e., MPI) and one that 

contains data from multiple institutions (i.e., EMPI).  MPIs are not themselves patient identity 

management strategies, but rather informational infrastructures within which those strategies are applied.  

Most MPIs use a patient matching algorithm to identify matches and then assign a UPI that is associated 

with that patient record going forward.  MPIs and EMPIs are created for the purpose of assigning a UPI to 

each patient treated within a certain healthcare system – providers can then use that identifier to have a 

global view of the patient’s care across multiple institutions within that system.   

Several leading software companies have released commercially-available MPI and EMPI products.  

Oracle has published a thorough description of the design and functionality of their EMPI product. 46  

Open-source options are also available, including one developed by Project Kenai called OpenEMPI. 47 

EMPIs are used as supplemental tools to apply PIM strategies for data sharing efforts such as Health 

Information Exchanges (HIEs, described in the next section).  For example, the Michigan Clinical 

Research Collaboratory at the University of Michigan created the “Honest Broker” system which serves 

three functions: facilitating the actual exchange of data between members of the collaboratory for 

research, maintaining an MPI to manage patient identities within that data, and de-identifying datasets in 

conformance with HIPAA limited dataset standards. 48   

Figure 1 is adapted from the IHE integration profile49 and illustrates the actors that participate in the 

Patient Identifier Cross-referencing profile.  The entity often called an MPI is represented by the 

combination of the Patient Identity Source (“Source”) and the Patient Identity Cross-reference Manager 

(“Manager”).  The Source provides patient identity information (Patient Identity Feed) to the Manager.  It 

is common to have multiple patient identity sources which provide patient ID feeds to the Manager.  The 

Manager is responsible for managing patient identities by detecting matches and creating and maintaining 

cross-references of patient identifiers across these various sources.  The Patient Identifier Cross-reference 

Consumer (“Consumer”) retrieves Patient Identity Cross References or aliases.  This allows patients to be 

linked across multiple systems or domains that use different patient identifiers to represent the same 

patient. 
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Figure 1: Basic Process Flow with Patient Identifier Cross-referencing 

Illustrating how users may interact with an MPI in daily practice may be helpful.  In one possible 

scenario, an emergency room physician sees a patient presenting at the emergency room with vague and 

poorly-defined pain who specifically asks to be prescribed narcotics.  A new quality improvement 

program being implemented in this emergency room requires the physician to check the patient’s history 

of filling prescriptions before issuing a prescription for a narcotic drug.  The emergency room’s EHR 

system and the hospital pharmacy’s electronic dispensing record system each assign their own patient IDs 

to patients within their systems, and send patient feeds to the hospital’s MPI (the Manager in this 

scenario) each time a new patient ID is assigned.  The MPI creates and maintains cross-references of all 

identifiers for patients and provides the cross-references to consumers who seek that information.  The 

consumer in this scenario would be the emergency room system which sends the MPI a patient identity 

cross-reference or demographic query with information about the patient in question.  The MPI notifies 

the emergency room system that the patient identified in the emergency room as "ER703" matches the 

patient whose pharmacy records are under the pharmacy system identifier "012".  The emergency room 

system then queries the pharmacy system for the identifier “012”, and presents the dispensing record data 

to the emergency room physician. 

Registries and MPIs 

Health care institutions that utilize MPIs to manage patient identities across their multiple data sources 

(e.g., EHRs, pharmacy records, administrative and billing records) are desirable partners for data linkage 

projects and for inclusion in patient registries, since they are able to draw from a broader pool of data than 
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any one of the data sources alone.  By addressing PIM needs upfront, they minimize the work needed for 

outside sources to link to their data for research uses.   

In the relational infrastructure shown in Figure 1, registries can act as Patient Identity Sources, Patient 

Identifier Cross-reference Consumers, or both.  Registries that contain patient identifiers and other 

demographic information can act as Patient Identity Sources and send patient identity feeds to a Manager.  

Registries can also act as Patient Identifier Cross-reference Consumers, if they request and receive patient 

identity cross references from an MPI or other Patient Identity Cross-reference Manager.  This may be 

done to add new patients to a registry or to augment existing data in a registry with additional information 

on the same patients. 

Health Information Exchange 

A Health Information Exchange (HIE) is an integrated platform solution to enable information sharing 

across disparate healthcare applications.  (See the “Technical and Security Issues in Creating a Health 

Information Exchange” case example, which describes the Oakland Southfield Physicians HIE.)  HIEs are 

sometimes referred to as “databanks”, since (unlike MPIs) they contain actual patient data.  HIEs are not 

themselves patient identity management strategies, but they implement those strategies to manage their 

data.  Most HIEs achieve this by partnering with an MPI to manage the identity of patients within the 

HIE.   

HIEs can be powerful research tools.  A group at the Swansea University School of Medicine has 

developed the Secure Anonymized Information Linkage (SAIL) databank, containing over 500 million 

records from multiple health and social care service providers in the UK. 50  The SAIL databank has 

already been used to demonstrate the feasibility of identifying potential clinical trial participants at the 

primary care level, which may be especially useful for disease areas in which recruitment of clinical trial 

participants is historically difficult (e.g., chronic conditions such as diabetes).51 

Because they contain patient data, HIEs are subject to the same privacy and security concerns and 

regulations as patient registries.  A white paper published in April 2011 by the AHIMA/HIMSS HIE 

Privacy & Security Joint Work Group provides a summary of these considerations.52 

Registries and HIEs 

A patient registry may contribute data to an HIE, but registries and HIEs are distinct and separate 

endeavors.  Data contained in HIEs are not necessarily collected using observational study methods, as 
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patient registry data are – rather, they are often collected and aggregated by linking to existing databases 

(which may be, for example, registries, administrative databases, or public health surveillance systems).  

The purpose of an HIE is not just to evaluate specified outcomes in a defined patient population or even 

to serve any one predetermined scientific, clinical, or policy purpose, but to provide an aggregated 

database that can be used for a variety of purposes (which may include identifying patients to recruit for 

clinical trials, conducting ecological studies, etc).   

Major Challenges and Barriers 

The process of patient identity management introduces several technical, ethical, and operational 

challenges, including selecting the appropriate PIM strategy, discussed earlier in this paper.  Additional 

challenges include the obligation to protect the privacy and security of patient data and the technical 

interoperability (or lack thereof) of disparate health care data sources. 

Protecting Patient Privacy and Security 

One of the most pressing challenges in PIM is addressing the tension between linking patient data in order 

to manage their identities and protecting the privacy and security of those data.  This challenge has 

inherent ethical, regulatory, and technical considerations. 

Ethical and Regulatory Considerations 

The concepts of protecting patient privacy and security and PIM have always been intertwined.  

Managing patient identities is essential for protecting the privacy and security of those patients (i.e., in 

order to protect someone’s information, one needs to first know who they are and which information is 

theirs).  Conversely, regulations and ethical considerations compel the protection of patients’ privacy and 

security when managing their identities (i.e., it is not enough to know who they are and which 

information is theirs, one must also protect this information). 

Many stakeholders in the health information technology field recognize this relationship.  The Health 

Information Security and Privacy Collaboration (HISPC) count patient and provider identification as one 

of their nine domains of privacy and security. 53  The Commission on Systemic Interoperability released a 

report in 2005 in which they recommended that Congress authorize the Department of Health and Human 

Services to “develop a national standard for determining patient authentication and identity,” and 

“develop a uniform federal health information privacy standard for the nation, based on HIPAA and pre-



Registries and Patient Identity Management  Draft Dated October 31, 2011 

Page 15 of 20  Draft Distributed for Review Purposes Only 

empting state privacy laws […]”.  These recommendations were made simultaneously, “to advance 

progress of the connectivity of health information technology.”54  Thus, it is widely recognized that PIM 

and patient privacy and security are closely related, but there continues to be disagreement about how they 

should relate. 

The regulatory framework that guides this discussion is the Health Insurance Portability and 

Accountability Act (HIPAA), enacted in 1996.  As mentioned previously in this paper, HIPAA mandated 

the implementation of a nationwide unique patient identifier, but concerns about patient privacy and 

security prompted the barring of any funding for this endeavor, in 1999.  While HIPAA has not led to the 

implementation of a standard PIM method, it does set forth a framework for the protection of patient 

privacy and health information security.  This framework is summarized in Table XX, Chapter XX, 

“Principles of Registry Ethics, Data Ownership, and Privacy.” 

Technical Considerations 

Data holders employ three main technical methods of ensuring the privacy and security of patient data: 

anonymization, encryption, and pseudonymization.   

Anonymization 

Anonymization is the practice of removing information that is identifiable to an individual, or that may 

enable an individual’s identity to be deduced.  This is a viable option in some data use situations (e.g., 

conducting a research study that does not require patient follow-up), but not an option in others (e.g., 

maintaining comprehensive health records for patients in an EHR).  It is also not a reversible process – 

once identifiers are removed from data, they cannot be reinserted. 

Encryption 

Encryption involves applying a mathematical calculation or algorithm to transform a patient’s original 

data (plain text) into coded data (cypher text).  In order to read the cypher text, a user or system must have 

access to a key that de-crypts the data back into plain text.  This is an attractive option because it does not 

involve deleting or removing patient data, and because the coded data is not in a readable format if it falls 

into the wrong hands.  However, encryption requires robust data management policies and resources to 

implement successfully. 55  
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Pseudonymization 

Pseudonymization is a more sophisticated approach to patient privacy protection.  It involves two steps: 

depersonalization, where identifiable data is separated from other clinical data and stored in a separate 

location, and pseudonymization, where a unique identifier is generated and applied to the depersonalized 

dataset.  The unique identifier, or pseudonym, does not change for a given patient over time, and is not 

derived from any identifiable attributes of the patient.  Pseudonymization can be reversible, if the 

relationship between the pseudonym and the identifiable data is maintained in a secure way and can 

facilitate re-identification of the patient under specific circumstances (e.g., a trusted third party maintains 

the relationship, and only discloses that relationship if the requestor has knowledge of a particular key or 

password).  Pseudonymization can also be irreversible, where the relationship between the pseudonym 

and the identifiable data is not maintained, and re-identification is not possible. 56,57 

Interoperability  

In the same way that healthcare enterprises such as hospitals, clinics, and physician offices require patient 

identifier cross-referencing, that is the linking of patients across different domains, it is necessary to 

consider how registries may fit within this model and the challenges that level of interoperability may 

impose.  Separate patient registries may use the same PIM infrastructure to register their patient 

identifiers within a shared patient identifier cross-reference manager, allowing the identifiers to be linked 

back to relevant healthcare and related systems.  This approach may represent a possible solution whereby 

registries can more easily and securely be linked to other systems across known domains such as an HIE, 

but challenges still remain in terms of how this approach could successfully be used more broadly across 

non-participating healthcare enterprises. 

Conclusion 

Patient identity management is a fast-growing and evolving field, influenced by emerging technologies, 

regulations, and opportunities to use electronic health care data.  The current status of PIM in the United 

States is primarily a factor of the provision in HIPAA for “standards providing for a standard unique 

health identifier for each individual […] for use in the health care system,”58 the debate this provision has 

generated over implications for patient privacy and security, and the subsequent blocking of any funding 

being allocated to the pursuit of a national UPI.  As a result, most PIM endeavors in the U.S. (including 

attempts to link patient registries with other health care data sources) utilize patient matching algorithms 
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to identify duplicates and manage patient identities.  The lack of standards in this area means that the 

accuracy and effectiveness of these algorithms can vary widely. 

Debate continues around how to best address the challenge of PIM, and stakeholders generally hold one 

of two views.  Some view a national UPI as the best solution, provided the long-standing concerns about 

protecting patient privacy and security can be adequately addressed in the future.  Others believe that 

resources would be better spent developing and standardizing the PIM methods that have grown 

organically in the absence of a national UPI – namely, EMPIs and patient matching algorithms.  These 

two endeavors are not necessarily mutually exclusive, and patient registries and data linkage projects 

would benefit from the advancement of either or both.   
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